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Personnel Security Access Program


Updated by Lt Col Karen Hornsby and Lt Col Dennis O’Connell, June 2001 

AUTHORITY: AFI 31-501, Personnel Security Program Management (1 Aug 00); DoD 5200.2-R, Personnel Security Program (1 Jan 1987, C3, 23 Feb 96).

INTRODUCTION 

The USAF Personnel Security Program is governed by AFI 31-501. This regulation establishes Air Force personnel security policies and procedures; establishes the standards, criteria, and guidelines upon which personnel security determinations are made; prescribes the kind and scope of personnel security investigations required; details the evaluation and adverse action procedures by which personnel security determinations are made; and assigns overall program management responsibility. 

This regulation applies to Air Force members or applicants, including ANG and USAFR personnel, and to civilian employees of the Air Force, including applicants for employment under certain conditions. This regulation essentially deals with assignments to sensitive duties or access to classified information. 

STANDARDS 

There are two separate standards in this regard: (1) Military Service Standard; and (2) Clearance and Sensitive Position Standard. The former standard applies to a person’s SUITABILITY for military service, and is based upon national security criteria. The latter standard applies to a person’s ELIGIBILITY for access to classified information, and is based upon the person’s loyalty, reliability and trustworthiness. The ultimate decision in applying either of the security standards must be based upon all available facts, and is essentially a common sense determination. The local Commander must first determine the member’s suitability before submitting the request for a member’s security clearance to the Air Force or DoD agency for determination of the member’s eligibility. If the Commander determines the member is not suitable, there is no need for the eligibility determination; or if the Commander determines the member is suitable, but the member is found not to be eligible for a security clearance, the member will be processed for administrative discharge because of failure to have or maintain a security clearance. The grounds for discharge could include Convenience of the Government and the character of the discharge could be Entry Level Separation, if applicable and appropriate. 

ELIGIBILITY DETERMINATION 

Security clearance eligibility authority resides with the 497th Intelligence Group/INS (497th IG/INS), Bolling AFB, DC.  The criteria for determining eligibility for a security clearance is based, in part, upon criminal or dishonest conduct, any behavior or illness that may cause significant defects in judgment or reliability, use of intoxicants to excess, acts of sexual misconduct, etc. The Administrative Assistant for Security to the Secretary of the Air Force has overall responsibility for this program within the Air Force.

COMMANDER’S AUTHORITY

During wartime, or during a Presidential declaration of national emergency, wing commanders or their equivalents may approve individual access to classified information at a higher level than authorized by an existing clearance.  Commanders may also suspend individual access to classified information or to restricted areas when continued access may be inconsistent with the interests of national security. 

ADVERSE ACTIONS AGAINST PERSONS IN SPECIAL ACCESS PROGRAMS

Commanders contemplating disciplinary action which could result in discharge or removal of members or employees who have been in special access programs as defined in AFI 31-501 must obtain approval from the program before proceeding.  See AFI 31-501, para 8.9. Commanders should ensure that any required clearance authority is expeditiously obtained to minimize the processing time of these actions, and should coordinate with their Staff Judge Advocate in advance. 

KWIK-NOTE: Scrutinize to whom you give a security clearance, and know that certain adverse actions may only proceed with the permission of Security Clearance authorities. 
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