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Surveillance


Updated by Lt Col Gary A. Jeffries, July 2001

AUTHORITY: 18 U.S.C. 1385; Executive Order 12333, 46 Fed. Reg. 59941, United States Intelligence Activities (4 Dec 81); NGR 500-2/ANGI 10-801, National Guard Counterdrug Support (31 Mar 00); AFI 33-219, Telecommunications Monitoring and Assessment Program (TMAP) (15 May 00); Coacher, Permitting Systems Protection Monitoring:  When the Government Can Look and What It Can See, 46 A.F. Law Review 155 (1999); applicable state law. 

GENERAL LIMITATIONS 

Surveillance is an activity that implies a security or law enforcement purpose of some type. As such, the Posse Comitatus Act may come into play to the extent surveillance activities are engaged in by National Guard personnel serving in a Title 10 status.   In general, Title 10 military members may not directly engage in civilian law enforcement activities.  Additionally, in connection with National Guard counter-drug operations, NGR500-2/ANGI 10-801 strictly prohibits National Guard personnel serving in Title 32 status from pursuing or targeting specific persons for surveillance.    

PERMITTED COUNTERDRUG ACTIVITIES

ANG personnel working in counter-drug are permitted to conduct aerial and surface reconnaissance/observation of airspace, maritime or surface areas (land and internal waterways of the US and territories) for illegal drug activities which include, but are not limited to, cultivation of marijuana or delivery of illegal drugs, suspected drug trafficking airstrips/drop zones/corridors, illegal drug laboratories, suspicious aircraft, watercraft, or motor vehicles.  Approved aerial reconnaissance equipment and techniques include, but are not limited to: 

1. Radars. 

2. Unmanned Aerial Vehicles (UAVs). 

3. Aerial visual techniques, including infrared/thermal imagery, and photographic reconnaissance. 

4. Photo reconnaissance/film processing.

However, it bears repeating that permissible reconnaissance/observation activities by National Guard personnel DO NOT INCLUDE THE PURSUIT OR TARGETING OF SPECIFIC PERSONS FOR SURVEILLANCE.  It should also be remembered that military members (both active and ARC) are encouraged to be watchful and report concerning unlawful or unusual activities they become aware of while on duty.  For example, if a unit is going to perform an exercise in the desert, there is no prohibition against it performing such an exercise in a known drug trafficking area so that it can report unusual people in the area. Likewise, pilots can be asked to fly a pre-scheduled sortie in a particular area and report back if they see marijuana fields or out-of- the-way airstrips. 

This is a complex area of the law. It is vitally important to rely on the Staff Judge Advocate's advice in this area.  The SJA should assist in planning missions involving counter-drug activities. 

MILITARY MEMBERS AND BASES 

Surveillance efforts directed at military personnel or on military installations are not prohibited by law or policy and are permissible.  However, physical surveillance of military members should not be initiated without close coordination with the servicing SJA.  The SJA’s involvement is necessary in order to avoid potential violations of an individual’s constitutional rights.  

COMPUTER MONITORING 

As the military’s dependence on computers and electronic communication continues to grow, issues relating to the misuse and security of government computers have become more commonplace.  The monitoring of military members’ computer usage may be employed as a tool to detect computer abuse and maintain secure systems.  The general rule is that a government employee using a government computer has no expectation of privacy with regard to information uncovered in the course of official monitoring.  All government computer users are repeatedly advised that their use is for official purposes only and is subject to monitoring for lawful purposes, including to ensure that the use is authorized, for management of the system, to guard against unauthorized access, and to verify security procedures, survivability and operational security.  

Even though military computers may be monitored for systems protection purposes, it is important to remember that to the extent the monitoring shifts to law enforcement or detection of criminal activity, different rules apply.  Systems monitors should not act as an instrument of law enforcement.  After initial discovery through systems monitoring of some suspected criminal act, further monitoring becomes a law enforcement activity and must comply with the legal requirements for conducting criminal investigations.  

Once again, you are encouraged to seek the assistance of your SJA on issues pertaining to computer monitoring.

KWIK-NOTE: Before engaging in surveillance activities make sure you have checked with your Staff Judge Advocate for advice and recommendations.   
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