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Freedom of Information Act


Updated by Major Francine Swan, July 2001

AUTHORITY: 5 U.S.C. 552, The Freedom of Information Act (FOIA); DoD 5400.7-R, DoD Freedom of Information Act Program (Sep 98); AFI 33-332, Air Force Privacy Act Program (8 Nov 00); applicable state laws and regulations. 

INTRODUCTION 

The Freedom of Information Act (FOIA), put simply, permits access to information.   The intent of the Act is to “ensure an informed citizenry.”   The general policy is that the Air Force discloses Air Force records in its possession and control to the public, except those records exempt under FOIA, which, if released, would cause an identifiable harm.  In 1993 the Attorney General issued a memoranda in response to a presidential memoranda.  The new policy contained in that memo stated simply that the Department of Justice would no longer defend a federal agency’s withholding of information merely because it had a legal basis for doing so.  President Clinton endorsed this policy, and federal agencies are not to apply an exemption simply because they can -- there must be foreseeable harm from release before exercising a discretionary denial.  However, discretionary releases are generally not appropriate for exemptions 1, 3, 4, 6, and 7(c)(see below).

The statute is applicable to all federal agencies, and the referenced DoD Directive, applicable to all departments within DoD, should also be consulted for specific guidance. State law may also have additional requirements.

The Act contains very stringent timelines for compliance so it is imperative that commanders and their staff make sure that any request received under FOIA or the Privacy Act gets into the hands of the appropriate person immediately.  FOIA requests should always be hand-carried from one office to the next and should not be put into the base distribution system.  

FOIA EXEMPTIONS

There are nine FOIA exemptions which provide a basis for withholding information.  Only seven of those are typically used. 

Exemption 1:  Classified information. 

This refers to confidential, secret, and top secret information:  “For Official Use Only” is not a security classification (see Section 14-3 of this Deskbook).  When dealing with a request for classified information make sure that the information is currently classified and that the need for classification still exists.  When dealing with a request for classified information the responder may refuse to confirm or deny the existence of the requested information where its existence or nonexistence is itself classifiable.  This is called a  “Glomar” denial but must be used consistently in order to effectively protect classified information.  Information may also be withheld under this exemption when the requested information, when assembled together, is classifiable.  

There may be information within classified documents that is not classified when segregated and should be considered for release.   Any requests for classified or classifiable information should be coordinated through the appropriate security specialist.

Exemption 2:  Internal administrative matters

Divided into two parts – Low(b)(2) and High (b)(2).  DoD components shall not invoke the Low(b)(2) Exception.

“Low(b)(2)”:  Internal administrative matters of a relatively trivial nature for which there is no significant public interest and the process of releasing such records would constitute an unwarranted administrative burden. The “Low(b)(2)” exemption has been totally eliminated for DoD components.  DoD 5400.7-R, para C3.2.1.2.

Mailing lists:  Current policy is to release, on request, lists containing names and duty addresses of all DoD personnel, military and civilian, assigned to units in the U.S.  Requests for names/duty addresses for overseas units/sensitive installations/routinely deployable units should be denied under Exemption 3, 10 U.S.C. 130b.

“High(b)(2)”:  Internal matters which, if disclosed, would risk circumvention of a statute or regulation. For example: security classification guide; test questions and answers used for hiring or promotion; guidelines for DOD investigators or auditors; computer software which would allow circumvention of a statute,  DoD rule, regulations, orders, manuals, directives, or instructions.  Most law enforcement manuals may now be withheld under expanded exemption 7e.

Exemption 3:  Exempted by another statute

The Statute must:

Permit no discretion on the withholding, or

Establish criteria for withholding, or

Refer to particular types of matters to be withheld.

For example: 10 U.S.C. 1102 (medical quality assurance records), 18 U.S.C. 798 (communication intelligence), 10 U.S.C. 618(f) (promotion selection board proceedings), 41 U.S.C. 423 (contractor proprietary information).

Exemption 4:  Trade secrets or commercial or financial information submitted on privileged or confidential basis.  

This exemption is typically applied to information obtained for procurement or contracting process.  To qualify for exemption, information must be commercial or financial, for example; bids, contracts, statistical data, audits, wage surveys, scientific data, computer software, etc.  In general, agencies must obtain views of submitters when their data is requested under the FOIA.  If information is provided voluntarily by the submitter, and of the type not customarily disclosed to the public, then information is categorically protected from disclosure. Government assurance of confidentiality is only one factor to be considered and is not determinative.  If the information is required to be submitted by the government, then information may be withheld if release is likely to:

Impair the Government’s ability to obtain necessary information in the future;  or

Cause substantial harm to the competitive position of the submitter. 

Exemption 5:  Inter- or intra-agency documents normally privileged in the civil discovery context.  

The two privileges most commonly invoked are:

1. Deliberative process privilege which encourages frank policy discussions.  This exemption, prevents premature disclosure of evolving policies, and prevents public confusion.  Information or documents must be pre-decisional, but does not lose pre-decisional character just because decision has been made or a policy decided on.

2. Attorney work‑product privilege protects adversary trial process by insulating attorney’s preparation from scrutiny.  Also applies to documents prepared at direction of attorney, such as an economist’s report, or a witness statement.  Both of these privileges are broadly construed under a “functional test” to include documents generated outside an executive agency if needed for the agency’s functions.  Do not withhold information that would routinely be available through the discovery process unless the information would be made available only by special order of the court.  DoD 5400.7-R, para C3.2.1.5.2.

Exemption 6:  Information in personnel, medical, and similar files, which, if disclosed to the requester, would result in a clearly unwarranted invasion of personal privacy.  (Exemption 7c, law enforcement, also protects personal privacy.)  

First, determine if there is a protectable privacy interest by referring to the Privacy Act and other agency sources (e.g., regulations and guidance). If there is no protectable privacy interest, release the record (unless other exemptions apply).  If there is a protectable privacy interest determine if there is a public interest in disclosure. If there is a protectable privacy interest and a public interest in disclosure, balance the privacy interest against the public interest in disclosure. Balancing of interests is fact specific.  Note the enhanced privacy interest in certain information by military personnel assigned to units in foreign countries, routinely deployable, or with sensitive missions, e.g., telephone directories of overseas bases. DoD 5400.7-R, para C3.2.1.6.

Examples of exempt information includes SSANs; home addresses; names and duty addresses of personnel in overseas or in classified, sensitive, or routinely deployable units; evaluations for employment or security clearances; adverse administrative personnel actions.

Exemption 7:  Law enforcement information

Records or information compiled for law enforcement purposes (including civil and criminal statutes and implementing regulations and Executive Orders), but only to the extent production:

Exemption 7a:  Could reasonably be expected to interfere with enforcement proceedings

Exemption 7b: Would deprive a person of a fair trial

Exemption 7c:  Could reasonably be expected to constitute an unwarranted invasion of personal privacy.  (Burden lower than under Exemption 6, which requires a “clearly” unwarranted invasion of personal privacy to justify withholding.)

Exemption 7d: Could reasonably be expected to disclose the identity of a confidential source or information supplied by a confidential source during a criminal investigation or a national security intelligence investigation.

Exemption 7e: Would disclose techniques and procedures for law enforcement investigations or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of the law.

Exemption 7f:  Could reasonably be expected to endanger the life or physical safety of any individual.

Additional exclusions for Law Enforcement Records (5 U.S.C. 552(c)):  This provision was added to FOIA in the 1986 Amendments to prevent subjects of an investigation from discovering through FOIA that they were being investigated.

The (c)(1) exclusion allows agency to report “no record exists” to requester where the disclosure of an ongoing investigation may result from a denial under Exemption 7.

The (c)(2) exclusion allows similar report where denial of request under other FOIA exemption might reveal the identification of an informant.

The (c)(3) exclusion allows “no record” response for request made to the FBI concerning counter‑intelligence or counter‑terrorism activities.  Do not cite this provision in the response to the requester (defeats purpose of exclusion).

FOIA PROCEDURE

The State Adjutant General is the RELEASE authority for a FOIA request while the Chief, National Guard Bureau (NGB-ADI-P) is the DENIAL authority for all FOIA Air National Guard federal records requests, including ANG military and technician personnel records, with the exception of Inspector General records discussed later.   Air Force General Counsel (SAF/GCA) is the appeal authority.   The FOIA/Privacy Act Office/Monitor for the state Air National Guard is the central point through which all requests for information under the FOIA or Privacy Act should be processed.  The OPR for FOIA requests is SC who should be working closely with JA to ensure a legal review is done on all FOIA requests.  

A FOIA request can be made by “any person.”  Broadly defined to include, e.g., foreign citizens and governments, corporations, and state governments.  5 U.S.C. Sec. 551(2).  Special rules exist for requests from foreign governments and citizens (or their representatives).  Federal agencies and fugitives from justice are excluded.  Requesters must comply with agency regulations.  

The request must be in writing,  should be addressed to FOIA office (a request sent to another office should still be processed) and reasonably describe the desired record.  If the record is not reasonably described then the requester should be asked to provide more specific information.  (This is not a denial.)

Agency records are defined as: “Products of data compilation. . . regardless of physical form or characteristics, made or received by (the Air Force) in connection with the transaction of public business and in the agency’s possession and control at the time it receives the request.  [NOTE:  recent amendments defines “record” to include “any information that would be an agency record subject to the requirements of [FOIA] when maintained by an agency in any format, including an electronic format.”]  The agency has no obligation to create, compile, or obtain (from another Executive agency) a record to satisfy a FOIA request.

PROCESSING TIME LIMITS (Statutory) 

Tell requester in writing of decision on release within 20 days of official receipt. Thereafter, release any records “promptly.”  (5 U.S.C. 552 (a)(6)(c).)  (See DoD 5400.7-R for explanation of Multitrack Processing to be used when a significant number of pending requests that prevents a response determination being made within 20 working days.) 

A “no records” determination is appealable as a denial, and requires advisement of appeal rights.

If the response to the FOIA request is that you have “no record,” it is considered an adverse decision on the request, and you must give appeal rights to the requester. FOIA managers may sign “no records” responses. Denial letters and “no records” responses must also include an appeal paragraph that:

1. Tells the requester to address appeals to the Secretary of the Air Force, through the FOIA office of the activity that issued the denial or “no records” response; 

2. Tells the requester to appeal within 60 calendar days from the date of the letter and to include reasons for reconsideration; and, 

3. Asks the requester to attach a copy of the response. 

Denial authority (includes partial denial) must tell requester of records denied, FOIA exemptions  justifying denial, and appeal procedures.

Requester has 60 calendar days from date of initial denial to appeal.

Agency has 20 working days to decide appeal.

HANDLING FOIA REQUESTS 

Release of Information for Litigation: Refer to your Judge Advocate matters which involve the release of information for litigation, whether for or against the government, before releasing such information. Process the requests through the local and state FOIA/Privacy Act Monitors. 

Inspector General (IG) Records: The guidance in All States Letter, Log Number P95-0073, 18 May 1995, is that only NGB-ADI-P will release/deny Air Force Inspector General records pertaining to ANG personnel when these records: 

a. Pertain to IG actions initiated and finalized at NGB level and in the 54 States and Territories; and, 


b. Have not required Secretary of the Air Force or SAF/IG level review.  SAF/IG will retain denial/release authority for all IG records initiated and finalized at SAF level; all IG senior inquiries or investigations regardless of level of initiation/finalization; and any requests for access to IG records for use in courts-martial and non-judicial administrative proceedings. NGB-ADI-P will retain denial/release authority for non-IG records, i.e., commander-directed senior official cases or others governed by other regulations. 

Federal vs. State Records: All States Letter, Log Number I91-0242, 17 July 1991 defines a “federal” record and a “state” record for FOIA and Privacy Act requests. While all federal records are subject to the FOIA and Privacy Act, state records created with state funds are not subject to the federal FOIA or Privacy Act (but may be subject to similar laws in your state, so check), unless the state records are: 

1. At the time of the request, in possession of a federal agency as a result of the conduct of that agency’s official duties; 

2. Created to meet federally dictated programs; or 

3. Submitted to obtain federal funds. 

Air Force Publications: Requests for standard unclassified Air Force publications should be logged in only. Send a letter to the requester that the publication is on sale from the National Technical Information Service (NTIS), 5258 Port Royal Road, Springfield, Virginia 22161, and suggest that the requester request the publication directly from NTIS. 

Publications categorized superseded, obsolete, rescinded, classified, “FOUO” or that have a limited “L” or “X” distribution are not available from NTIS. Refer FOIA requests for such publications through normal FOIA channels to the OPR for a release recommendation. 

CONCLUSION 

General guidance for processing of FOIA and Privacy Act requests and for handling requests for particular kinds of records is contained in the Air Force Instruction 33-332. Your local FOIA/Privacy Act Monitor receives the latest guidance from your state Monitor and NGB-ADI-P. 
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