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AUTHORITY:
AFI 31-501, Personnel Security Program Management (1 Aug 00); AFI 31-401; Information Security Program Management (1 Jan 99); DoD Directive 5200.1, DoD Information Security Program; (13 Dec 96), 32 CFR 2003.20, Classified Information Nondisclosure Agreement (SF 312) Briefing Pamphlet.

PROPER CLASSIFICATIONS

Commanders are ultimately responsible to ensure that all information under their control is PROPERLY CLASSIFIED, that only authorized individuals have ACCESS to it, and that all available steps are taken to PREVENT UNAUTHORIZED DISCLOSURE of classified information.

Classified information is information that requires protection against unauthorized disclosure in the interest of national security and is classified under one of three designations: TOP SECRET, SECRET, or CONFIDENTIAL, depending on the level of sensitivity of the information. These are the only designations authorized to identify classified information. TOP SECRET is applied only to information the unauthorized disclosure of which reasonably could be expected to cause “exceptionally grave damage” to the national security. SECRET is applied only to information the unauthorized disclosure of which reasonably could be expected to cause serious damage to the national security. CONFIDENTIAL is applied only to information that would cause “damage” to the national security if disclosed.  

The Classified Information Disclosure Agreement is used for individuals handling classified material.  See 32 CFR 2003.20.  Consult your Staff Judge Advocate with any questions.

RESPONSIBILITIES OF CUSTODIAN
A custodian of classified information has a personal, moral, and legal responsibility at all times to protect classified information, whether oral or written, within that person’s knowledge, possession or control. Further, the custodian must follow procedures to ensure that unauthorized persons do not gain access to classified information. For example, classified information must not be discussed on the telephone, read, or discussed in public. Classified documents removed from storage must be kept under constant surveillance and face down or covered when not in use.  Preliminary drafts, carbons, notes, floppy and hard disks and other items containing classified information must be either destroyed immediately after they have served their purpose; or be given the same classification and secure handling as the classified information they contain.

Classified information may be processed by automated information systems, but only by those systems approved for such use. Routine reproduction of classified material should be avoided whenever possible. When reproduction is necessary, reproduced material is subject to the same controls as the original document. TOP SECRET and SECRET information may only be reproduced upon approval of higher authority.

ACCESS TO INFORMATION

The final responsibility for determining whether a person’s official duties require possession of or access to classified information, and whether that person has been granted the appropriate security clearance, rests with the individual who has authorized knowledge, possession, or control of the information sought and not on the prospective recipient. The possessor of the information is in the best position to determine whether a prospective recipient is cleared and has a need‑to‑know the information. 

Possession of a security clearance alone does not give a person the right of access to classified information. There must also be a need‑to‑know. Commanders must caution all personnel that the rank, position of, or possession of a badge by a person without a need‑to‑know does not give that person the right of access to classified information. Commanders should strictly limit distribution of materials containing classified information and should avoid routine dissemination of classified material. The RULE regarding distribution of classified material is: WHEN IN DOUBT, DO NOT ROUTE.

Should any problem arise in this area, notify your Staff Judge Advocate.

KWIK‑NOTE: Access to classified information is on a need‑to‑know basis regardless of possession of a security clearance.
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