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COMSEC Telephone Monitoring


Updated by 1Lt Thaddeus V. Day, June 2001

AUTHORITY: AFI 33-219, Telecommunications Monitoring and Assessment Program (15 May 00); DoDD 4640.6, Communications Security Telephone Monitoring and Security (26 Jun 81); AFI 33-111, Telephone Systems Management (1 Jun 01)(paras 30-34).

CONSENT TO MONITORING
DoD owned or leased telephones provided for transmitting official government communications are subject to COMSEC telephone monitoring because of their potential vulnerability for compromise of classified information. Use of DoD telephones constitutes consent by the user to COMSEC telephone monitoring.  See DoD Directive 4640.6, para 6.  Commanders will determine the need for COMSEC surveillance of their organizations.  

MAJCOMs are responsible for educating personnel about the hostile intelligence threat to unprotected telephone systems and for making sure that personnel are told not to discuss classified information on unsecured telephones. Further, users of DoD telephones, including contractors, will be notified that use of such telephones constitutes consent to monitoring. The Telephone Monitoring Notification Decal (DD Form 2056), which is attached to the telephone, is used for notification, as well as letters from the installation Commander, briefings, and periodic notices.

USE OF MONITORED INFORMATION
COMSEC surveillance information will not be used for any law enforcement purpose without the consent of the Air Force General Counsel.  Without this consent, receiving units may only use identifying data for corrective or preventive actions or for DoD military or civilian personnel administrative reprimands for unauthorized disclosure of classified information.  COMSEC telephone monitoring shall be afforded protection at least equal to that provided material officially classified CONFIDENTIAL.  See DoD Directive 4640.6, para 6.4.7. The ESC (Electronics Security Command) will notify the local AFOSI of any monitored information that pertains to sabotage, threats, or plans to commit an offense that could result in loss of life or significant property damage.

Should any problem arise in this area, a Commander should notify the Staff Judge Advocate as soon as possible.

KWIK‑NOTE: All DoD telephones are legitimately monitored.
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