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Unauthorized Tape Recordings


Updated by 1Lt Thaddeus V. Day, June 2001

AUTHORITY: 18 U.S.C. 2511; AFI 31-206, Security Police Investigations (1 Dec 1996); AFI 33-111, Telephone Systems Management (1 Jun 01); AFI 51-503, Aircraft, Missile, Nuclear, and Space Accident Investigations (5 Apr 00); AFI 51-1102, Cooperation with the Office of Special Counsel (3 Oct 94); AFI 84-101, Historical Products Services & Requirements (12 Mar 98); applicable state law.

INTRODUCTION

Audio or video tape recordings of conversations between or among individuals, without consent by all parties to the recordings, may constitute a violation of federal or state laws, and may create significant problems for command and the individual responsible for such activities. Whenever audio or video tape recordings of an event or discussion are appropriate, the permission of all parties must be obtained in advance.

Many state privacy laws or state constitutional provisions prohibit the making of a tape recording without the consent of the persons being recorded. Persons or organizations engaging in such activities may be personally liable for civil damages. Making a covert tape recording without first obtaining a judicial order during the course of a criminal investigation violates federal law, and possibly also state law, which could result in disciplinary actions for the person doing the taping and a possible award of civil damages to the person being taped. Though unauthorized, a surreptitious tape recording of a meeting may in some circumstances qualify as an official record under the Freedom of Information Act and Privacy Act, which an agency or court could require to be disclosed to the public in whole or in part, whether or not the information on the tape shows government misconduct, administrative error or irregularity, or embarrassing statements.

NEED FOR COMMAND POLICY

The establishment of a strong command policy prohibiting unauthorized tape recordings of meetings or conversations will ensure unit compliance with all applicable laws, and preserve the free flow of information and mutual trust within the unit. Attachment 1 to this topic contains a sample of such a policy letter from the Wing or Group Commander to all unit personnel. Discussions at meetings may contain information that is classified, sensitive, or privileged under one or more federal or state laws. Unauthorized tape recordings, if not prohibited, may result in the compromise of this classified, sensitive, or privileged information, and may result in the release of information, which may cast an unfavorable or inappropriate light on the unit and its individual members.  Once a recording is made, be prepared for its unintended use.  The practice of making unauthorized tape recordings can create an environment of intimidation that is directly contrary to the continued maintenance of good order, discipline, and unit cohesiveness. Any questions in this highly perilous area should be immediately directed to the Staff Judge Advocate.

Authorized tape recordings may be required to be preserved under the Freedom of Information Act, so be careful in tape recording anything that you would rather not disclose, if you do not have to.

KWIK‑NOTE: Make all your personnel aware that unauthorized tape recordings on base are PROHIBITED.

RELATED TOPICS:







SECTION

Classified Material







14-2

Confidentiality and Privileged Communications




14-5

Criminal Investigations, Prosecutions and Reporting – DoD and DOJ


8-12

Employee Interrogation







5-3

“For Official Use Only”







14-3

Freedom of Information Act






14-11

Investigations and Inquiries






16-11

Personal Liability of Federal and State Officials




18-9

Preventive Law Program







17-15

Privacy Act








14-12

Releasing Information in Litigation






14-7

Sources of Commanders’ Authority






2-7

Attachment 1

MEMORANDUM FOR All Personnel






Date

FROM: (Wing or Group/CC)

Subject: Unauthorized Tape Recordings

1. It has been brought to my attention that unauthorized tape recordings of conversations or meetings, wherein one of the speakers or attendees is unaware of the recording, may have occurred on this base.

2. The unauthorized recording of conversations or meetings is extremely dangerous and the release of information contained therein could be in violation of various federal laws, including the Privacy Act and National Security Laws.

3. Discussions at meetings may contain information or facts that are for official use only, or they may consist of investigatory material compiled for law enforcement purposes as well as material used in making decisions concerning employment, military service, federal contracts or other internal agency memoranda.

4. The use of recording devices without the knowledge and consent of others may also create impediments to the free flow of information and the quick resolution of problems that the Air National Guard relies upon in accomplishing its mission. With these concerns in mind, it is my policy that all personnel be able to work in an atmosphere free of concern that speech and discussion are being covertly recorded.
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