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AUTHORITY:  5 U.S.C. 552a, The Privacy Act (PA); DoDD 5400.11, DoD Privacy Program (13 Dec 99); DoD 5400.11-R, DoD Privacy Program (Aug 83); AFI 33-332, Air Force Privacy Act Program (8 Nov 00); AFMAN 33-326, Preparing Official Communications (1 Nov 99); 12 U.S.C. 3403, et seq.; applicable state law.

INTRODUCTION

The Privacy Act (PA) is intended to safeguard the privacy of an individual by controlling the compilation and use of personal information maintained by federal agencies. Because of the Privacy Act, the concept of records management within the Air Force and its Reserve components has undergone fundamental change since 1975. Federal law now governs the collection, maintenance and release of records. The Air Force and the Air National Guard Privacy Act Programs are governed by AFI 33-332, which implements 5 U.S.C. 552a. Check your state law for additional requirements. Because of the complexity and consistent changes in this area of the law, this topic is intended to be an overview of the subject. The latest interpretations of the law by the courts, and policies of DoD, USAF and NGB are put out in Messages and All States Letters. Always check the latest information.

This topic has been written in briefing format to which minor adjustments may need to be made. Include this subject as part of your Preventive Law Programs.

DISTINGUISHED FROM FOIA

There is an interrelationship between the Privacy Act and the Freedom of Information Act (FOIA).  While both govern the release of agency records, they operate in opposite ways.  

1. The general rule of the Privacy Act is to withhold information unless disclosure is required or permitted; while the general rule of the FOIA is to release information unless the information is exempt from disclosure; and

2. Requests for information are processed under the Privacy Act when individuals seek their own records; while requests for information are processed under the FOIA when an individual’s records are sought by a third person or entity.

POLICY

Air Force and Air National Guard policy are implemented through AFI 33-332 with a focus on protection of individual privacy rights; maintenance of only so much personal information necessary for support of Air Force and Air National Guard operations (“nice to have” information should not be kept); safeguarding personal information on file to prevent unauthorized use, disclosure, or alteration; advising individuals what records the Air Force and Air National Guard maintain on them. 

Basic Guidelines. The Privacy Act of 1974 and this instruction apply only to information in Air Force systems of records on living U.S. citizens and permanent resident aliens.  An official system of records must be authorized by law or Executive Order; controlled by an Air Force or lower level directive; and needed to carry out an Air Force mission or function. The Deputy Chief of Staff, Communications and Information (HQ USAF/SC), is the senior official with overall responsibility for the Privacy Act Program.  The Office of the General Counsel to the Secretary of the Air Force (SAF/GCA) makes final decisions on appeals.  The Director, Architecture and Interoperability (HQ USAF/SCT), manages the program through the Air Force Privacy Act Office in the Information Dissemination and Management Division (HQ USAF/SCTIR).  NGB is the denial authority for National Guard requests. 

ACCESS TO AND REQUESTS FOR RECORDS

A Commander or a supervisor may maintain personal notes, both favorable and unfavorable, which may assist the Commander or supervisor in preparation of an OPR or other administrative actions. They do not have to be disclosed because they are not Air Force or Air National Guard records. But they become records if information in them is used for some official purpose.

The Commander will occasionally be contacted by a banking or lending institution asking for credit information on a member of the unit. Unless the individual has given written consent to disclose personal information, you are precluded from doing so. However, under the Freedom of Information Act, unclassified information including name, rank, gross pay, duty assignment and duty telephone number may be disclosed, if you or the unit FOIA/PA monitor have received a valid, written FOIA request. Disclosure of a home address or home phone is not authorized without prior consent of the individual concerned.

Another privacy act, the Right to Financial Privacy Act, 12 U.S.C. 3403, et seq., prohibits a financial institution from releasing a customer’s financial information to any officer or employee of the federal government, unless certain procedures are followed.  ANG technicians and AGRs may be considered federal officers or employees for purposes of this statute.  The term “financial institutions” is so broadly defined in this statute that the term includes consumer finance companies and any credit card issuer, including gasoline and department store credit cards.  Do not request any financial information on any individual, no matter how urgent or necessary the information is for any administrative or disciplinary action, until you consult with a Staff Judge Advocate.  If you are in receipt of any financial records on any individual, do not copy or retransmit them to any other individual or agency until you consult with a Staff Judge Advocate. 

PROCESSING THE REQUEST

Requests from an individual for his or her own records in a system of records should be considered under both the Freedom of Information Act (FOIA) and the PA regardless of the Act cited. The requester need not cite any Act.  Process the request under whichever Act gives the most information.   

The requester should be told if a record exists and how to review the record. If possible, respond to requests within 10 work days of receiving them. If you cannot answer the request in 10 workdays, send a letter explaining why and give an approximate completion date no more than 20 workdays after the first office received the request.  Show or give a copy of the record to the requester within 30 workdays of receiving the request unless the system is exempt. Give information in a form the requester can understand.

The first 100 pages are provided free, and only reproduction costs are charged for the remainder. Copies cost $.15 per page; microfiche costs $.25 per fiche (see AFI 33-332, para 4.3). Charge the fee for the first 100 pages if records show that the Air Force already responded to a request for the same records at no charge. Do not charge fees when the requester can get the record without charge under another publication (for example, medical records), or for the search, or when reproducing a document is for the convenience of the Air Force (reproducing a record so the requester can review it).

Denials are processed within 5 workdays after a request for access is received. When a record is not releasable, a copy of the request, the record, and why denying access is recommended (including the applicable exemption) should be sent to the denial authority through the Staff Judge Advocate (SJA) and the PA officer. The SJA gives a written legal opinion on the denial. The MAJCOM or FOIA/ PA officer reviews the file, gets written advice from the SJA and the functional office of primary responsibility (OPR), and makes a recommendation to the denial authority. The denial authority sends the requester a letter with the decision. If the denial authority grants access, release the record. If the denial authority refuses access, tell the requester why and explain pertinent appeal rights.

Individuals may request a denial review by writing to the Secretary of the Air Force, through the denial authority, within 60 calendar days after receiving a denial letter. The denial authority promptly sends a complete appeal package to HQ USAF/SCTIR. The package must include: (1) the original appeal letter; (2) the initial request; (3) the initial denial; (4) a copy of the record; (5) any internal records or coordination actions relating to the denial; (6) the denial authority’s comments on the appellant’s arguments; and (7) the legal reviews.

PRIVACY ACT STATEMENT

Before Guard members are required to provide personal information to any federal agency, they must be advised in writing of the law authorizing the collection of such information, the general purpose of its collection, the specific use to which it will be put (including possible disclosures), and whether providing the information is mandatory or discretionary. This advisement is known as the Privacy Act Statement.

USE OF THE PRIVACY ACT STATEMENT ON OFFICIAL LETTERS

The following guidelines should clarify when the Privacy Act Statement should and should not be used on official letters. 

1. In accordance with AFMAN 33-326, you do not have to use the Privacy Act Statement on official military letters when a social security number is used, unless it is a “system of records.” In AFI 33-332, a “system of records” is any group of records from which personal information is retrieved by name or personal identifier.

2. You do have to use the Privacy Act Statement on letters going to the private sector if a social security number is used, but the individual should first give permission. It would eliminate any need to obtain permission, however, if you omit the social security number from any letters going to anyone in the private sector.

VIOLATIONS

A member of the Air National Guard or Air Force or a civilian employee of either is subject to civil and criminal penalties for failure to comply with the requirements of the Privacy Act of 1975. Such person may be fined up to $5,000.00 and be found guilty of a misdemeanor for willfully:

1. Maintaining a system of records without first meeting the public notice requirements for establishing such a system of records;

2. Disclosing individually identifiable information to one not entitled to have it; 

3. Asking for and receiving another’s record under false pretenses;

4. Improperly withholding documents from an individual who requests their own records; or,

5. Improperly denying correction of inaccurate or untimely records.

Additionally, the agency may be vicariously liable for damages if a USAF or ANG member or civilian employee of either discloses individually identifiable information to one not entitled to have it or otherwise willfully violates any provision of the Privacy or Right to Financial Privacy Act.

CONCLUSION

AFI 33-332 outlines the training available on the Privacy Act. Commanders and local Privacy Act monitors should be sure everyone knows how the Act works and what an individual’s rights and responsibilities are under it. Being a Privacy Act monitor is no easy job. Commanders and System Managers can help by inviting the Privacy Act monitor to Commander’s Calls and by knowing the reporting requirements and complying with them.

Attachment 2 to this topic contains a checklist of to whom you can give the information, and for what purposes.

Questions on release of records, exempt records, or appeals from denial of access to exempt records should be addressed to the unit Privacy Act monitor or Staff Judge Advocate.

KWIK‑NOTE: The Privacy Act is a complicated area of law. The federal courts decide precedent‑setting cases affecting the liability of individuals for violating the Act. If you receive a Privacy Act or Freedom of Information Act request, or something you THINK might be such a request, IMMEDIATELY coordinate with your Privacy Act monitor and/or the Staff Judge Advocate. DO NOT request financial information from any credit card company or financial institution without first consulting a Staff Judge Advocate.
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Attachment 1 

PRIVACY ACT GUIDELINES FOR PROVIDING INFORMATION

CONSIDERATION OF THE REQUEST

To be considered under the Privacy Act, a request for disclosure must:

1. Come from a person whose records are in the system, or from a designated agent or guardian of that person. The request may be oral or written;

2. Cite the Privacy Act, or at least show an awareness of the law and its requirements to provide individuals access to their records. A request that cites or implies the FOIA will be treated as a Privacy Act request if it comes from a person whose records are in a system which is specified by that person;

3. Pertain to records that are in a system of records. Records requested must be in existence at the time of the request. That means there is no obligation to create a record to satisfy a request for personal record data. However, do not deny the existence of a record just because it is not readily available in a convenient format; and

4. Be fairly specific. Normally, blanket requests by individuals for all records pertaining to them should not be accepted. Instead, individuals should be asked to identify the specific record or records to which they are seeking access.

The guidelines for providing information in items 1. through 4. above presume individuals are requesting their own records.

ACTING ON THE REQUEST

Upon receipt of a valid request, the Systems Manager (the official responsible for the policies and procedures for operating a system of records):

1. Should consult the Privacy Act/FOIA monitor for specific procedures;

2. Must acknowledge the request within ten (10) workdays of receipt;

3. Must normally provide access to the individual requesting the information within thirty (30) workdays;

4. Must, if a legitimate purpose exists for denying access, within five (5) workdays, forward the request with a copy of the record involved and the reasons for recommending denial, to the appropriate denial authority (usually NGB‑AD‑PA), through the local Privacy Act monitor and Staff Judge Advocate. Note: only a denial authority can authorize denial of access. Any releasable portions of the record should be made available to the requester before forwarding the remaining record to the denial authority; and

5. Must keep an accurate accounting of the name and address of the person or agency to whom the record is disclosed. Accounting may be required even when disclosure is at the individual’s request or with the individual’s written consent.

If you receive a request for records which may imply the Privacy Act or Freedom of Information Act, consult AFI 33-332 immediately. These requests have short suspenses. Also, contact the base Privacy Act monitor to be sure no mistakes are made. Again, releasing the wrong information could be a criminal offense. 

Attachment 2 

PRIVACY ACT CHECKLIST - TO WHOM AND FOR WHAT PURPOSE INFORMATION MAY BE RELEASED

The GENERAL RULE relative to disclosure is that personal information may NOT be released to anyone WITHOUT the prior written consent of the individual to whom the information pertains. There are a number of EXCEPTIONS to this general rule. The information may be released:

1.  To employees of DoD who need the information in performance of their duties;

2.  When it is required to be disclosed to the public under the Freedom of Information Act;

3.  To the Bureau of Census for purposes of planning or carrying out a census or survey;

4.  To a recipient who provided the DoD or the Air Force with advance written assurance the record will be used solely as a statistical research or reporting record, and the record will not be used to make any decisions about the rights, benefits, or entitlements of an individual. It must be sent in a form in which the identity of the individual cannot be ascertained through usual research methods;

5. To an agency outside the DoD for a civil or criminal law enforcement activity authorized by law;

6. To another person under compelling circumstances affecting the health and safety of an individual, provided notification of any such disclosure is sent to the last known address of the individual to whom the records pertain;

7.  To the U.S. Senate or House of Representatives, or a congressional committee, or subcommittee, for matters within their jurisdiction;

8.  To a congressional office acting for a constituent who is the subject of the record;

9.  To the Comptroller General or any authorized representatives, on business of the General Accounting Office;

10. Pursuant to the order of a Court of competent jurisdiction; 

11. To the National Archives of the United States as a record with enough value to warrant keeping it;

12. To a contractor operating a system of records under contract to perform an Air Force or Air National Guard function, such as personnel, payroll, or health systems management;

13. When the public’s right to know outweighs the individual’s right to privacy. An example of this may be release of a home address to enforce a child support order. Never apply this exception without first consulting the Privacy Act monitor and the Staff Judge Advocate; and/or

14. When medical records of a minor are requested, to the parents or legal guardians, but only when certain conditions are met. First, have your unit’s physician determine whether access could harm the person’s mental or physical health. If so, you probably will withhold the information. Consult the Privacy Act monitor and the Staff Judge Advocate in these situations.

The federal Privacy Act allows individuals to examine just about any file maintained by the federal government which specifically relates to them. Like any other provision of the federal Privacy Act, this right of access does not apply to files maintained by state or local governments (for which applicable state law must be consulted), nor does it apply to files maintained by private industry.
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