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INTRODUCTION 

When a Commander receives information that a member of the unit has committed a serious offense or a breach of security, or has behaved in a manner that indicates the member is a security risk, the Commander must determine whether or not to recommend that the member’s security clearance be removed. 

STARTING THE REMOVAL PROCESS 

The starting point for removing a security clearance is the establishment of a Security Information File (SIF). An SIF is a documented history of information which tends to show that granting the security clearance eligibility to an individual, or continuing an individual’s existing security clearance eligibility, may not be in the best interests of national security. 

The Commander establishes an SIF when an individual’s activity, conduct or behavior is inconsistent with the security criteria specified in DOD 5200.2-R, para 2-200 and Appendix I.  The criteria include such conduct as: 

--refusal to sign a required Standard Form 312 or other nondisclosure agreement

-- refusal or intentional failure to provide the personnel security questionnaire information required for an investigation or periodic reinvestigation or failure to sign the required release statements for review of medical, financial, or employment records

-- refusal to be interviewed in connection with a personnel security investigation

-- incidents of theft, embezzlement, domestic abuse, unauthorized sale or use of firearms, explosives or dangerous weapons, or misuse or improper disposition of government property, or other unlawful activities

-- permanent decertification from PRP for other than physical reasons 



Upon establishment of an SIF, the Commander determines whether or not to initiate suspension action for the individual’s access to classified information and/or suspension of unescorted entry to restricted areas.   If criminal activity is involved, the matter should be investigated by Security Forces or AFOSI. If the Commander decides to initiate an SIF and to suspend a member’s access to classified information and restricted areas, the Commander notifies the individual and provides an information copy to 497 Intelligence Group/INS, Bolling AFB, D.C.  In the completed SIF, the Commander includes a recommendation whether to grant, reinstate, deny or revoke the member’s security clearance and the rationale for the recommendation.  Final determinations related to security clearances are made by the 497 IG/INS. 

DECIDE IF OTHER ADVERSE ACTION IS APPROPRIATE 

Frequently, the same misconduct that gives rise to establishment of an SIF can be the basis for separate administrative or punitive action. For example, falsifying a travel voucher would justify an SSF because it involved fraud. However, it may also justify court-martial or administrative discharge. In such cases, the 497 IG/INS will ordinarily await the outcome of this other action before rendering a decision on the member’s security clearance since a discharge (for example) would render any decision related to the security clearance irrelevant. Accordingly, other punitive or administrative action should not be delayed pending a resolution on the security clearance issue. 
However, if the member has had special access information, actions should not proceed without the approval of the affected special access granting authority. 

If other adverse action leading to discharge is not warranted, and the 497 IG/INS recommends discharge in the interest of national security, the member may be processed for administrative discharge under the provisions of AFI 36-3209, paragraph 3.22 (1 Feb 98 edition ).
PRACTICAL TIP 

While there is no requirement for Commanders to document their reasons for deciding not to seek removal of a member’s security clearance, it is a good idea to do so in case the member does something in the future which again causes the Commander to consider removing the clearance. Although the future conduct may itself not be sufficient to warrant seeking the removal of the clearance, when coupled with previous conduct, the two acts taken together may suffice. Failure to document may make it difficult to later obtain the revocation of a member’s security clearance in a “borderline” case. 

KWIK-NOTE: Properly document your decisions - either way - in revocation of security clearance cases.
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