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Computer Acquisition and Security 


Updated by Major Eric Marcotte and Lt. Col. Douglas R. Jacobson, May 2001 

AUTHORITY:  AFI 33-101, Communications and Information Management Guidance and Responsibilities (24 Jul 98); 18 U.S.C. 641; 17 U.S.C. 506; Federal Acquisition Regulation (FAR) (48 C.F.R. Part 39, Acquisition of Information Technology) and supplements; ANG Policy Directive 33-1, Communications (15 Apr 96).

ACQUISITION 

FAR Part 39 applies to the acquisition of information technology by or for the use of agencies, except for acquisitions of information technology for national security systems. In acquiring information technology, agencies shall identify their requirements pursuant to OMB Circular A-130 including consideration of security of resources, protection of privacy, national security and emergency preparedness, accommodations for individuals with disabilities, and energy efficiency. When developing an acquisition strategy, contracting officers should consider the rapidly changing nature of information technology through market research and the application of technology refreshment techniques. 

Prior to entering into a contract for information technology, an organization should analyze risks, benefits, and costs. Reasonable risk-taking is appropriate as long as risks are controlled and mitigated. Contracting and program office officials are jointly responsible for assessing, monitoring and controlling risk when selecting projects for investment and during program implementation.  Types of risk may include schedule risk, risk of technical obsolescence, cost risk, risk implicit in a particular contract type, technical feasibility, dependencies between a new project and other projects or systems, the number of simultaneous high risk projects to be monitored, funding availability, and program management risk. 

NGB approval may be required in some instances, primarily those which are associated with major expenditures, such as the acquisition of a new main frame computer.  

SECURITY MEASURES 

The potential for abuse of computers and information technology includes, but is not limited to: violation of copyright laws, processing of classified material, and accessing bulletin boards.  This  is a continual problem in today’s environment. The following measures taken by Commanders will help ensure computer security: 

1. Be aware of the provisions of the above references and notify all personnel on a semi-annual or annual basis of the sanctions available regarding willful violation of both Air Force policy, ANG local policy, and federal and state law related to computer security and abuses; 

2. Develop and implement a program of inspections by qualified personnel who can determine whether any laws have been or are being violated. The unauthorized copying of “pirated” software violates both federal copyright laws and federal trademark laws; 

3. When software packages are ordered and received, require the individual who is responsible for the particular equipment which is ordered, to acknowledge receipt of the software and issue a memorandum of understanding indicating that the software is either public domain or copyrighted; 

4. Designate in writing certain computers, primarily those with removable hardcards/disks, to process classified material; 

5. Caution individual computer operators about the potential for criminal action if they knowingly violate laws governing the processing of classified material on a unauthorized piece of equipment; 

6. Secure the automated data processing unit (ADP) even though unclassified material is processed; 

7. Include For Official Use Only and potential Privacy Act violations in additional classifications of materials and disks; 

8. Designate an Area Terminal Security Manager to inspect individual computers for violations; 

9. Similarly, strictly adhere to the regulations regarding abuse of communication packages allowing access to civilian bulletin boards. There are numerous problems associated with this abuse including excessive use of long distance telephone lines and the potential for contracting a “virus.” A virus can totally destroy all data and can permanently incapacitate individual computers; and 

10. Require that each long distance telephone record be reviewed to assure proper compliance with ADP communications.

CONCLUSION 

Commanders are encouraged to contact their contracting officers for advice on computer acquisition, and to take the above preventive measures concerning computer security. 

KWIK-NOTE: Commanders must follow established procedures to acquire computers, and take all reasonable precautions to ensure computer security.
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