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AUTHORITY:  5 U.S.C. Section 552, “Freedom of Information Act;” 5 U.S.C. Section 552a, “The Privacy Act of 1974;” 5 U.S.C. Section 551, “Administrative Procedures Act;” 32 CFR Section 518; 32 CFR Section 286; 32 CFR Section 806; DoD Directive 5400.7, DoD, Freedom of Information Act Program (17 Jun 02); Air Force Supplement to DoDD 5400.7, AFI 33-332, Air Force Privacy Act Program (8 Nov 00); AFI 33-129, Transmission of Information Via the Internet (4 Apr 01); AFI 90-401, Air Force Relations with Congress (1 Jul 98). For additional references and affected statutes see references to DoD Directive 5400.7.

INTRODUCTION

The Freedom of Information (FOIA) and Privacy Acts (PA) provide guidance on the public releasability of information contained in government documents.  FOIA contains a list of nine types of documents that are exempt from release.  Two of the nine categories are easily identifiable, those exempted because of their security classification (1) and those exempted from release by statute (3).  The remaining exemptions simply describe the characteristics of documents that are exempt.  Documents that meet these criteria should typically be marked as “FOR OFFICIAL USE ONLY” by the author or originator.  FOUO is not authorized as a form of classification to protect national security interests.

WHEN AND HOW TO MARK “FOR OFFICIAL USE ONLY”

Documents should be marked “FOR OFFICIAL USE ONLY” as soon as they are created and before or when they are placed into a records system.  Marking records when they are created gives notice that the contents should be protected and facilitates review when a record is requested under the Freedom of Information Act ("FOIA").  An unclassified document containing FOUO information should be marked with the words “For Official Use Only” on the bottom outside on the front cover (if any) and on each page containing FOUO information.  If the FOUO information in the document is contained in servable sections, paragraphs or pages, then those should be annotated as FOUO.  Documents that are transmitted outside the Department of Defense and contain FOUO material should be marked or stamped in the following manner to explain the significance of the FOUO marking:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the Freedom of Information Act.  Exemption(s) _____apply/applies to its contents.

Record owners may also add:  “Further distribution of this document or disclosure of it’s contents is prohibited without the approval of  (include owner/generators organization, office symbol and phone number).

WHAT TO MARK FOUO

Documents which contain the following should be marked as “FOR OFFICIAL USE ONLY”

1. Information related solely to the internal personnel rules and practices of the Department of Defense or any of its Components.

2. Information or documents that a statute specifically exempts from disclosure, by terms that permit no discretion on the issue of withholding, or, according to defined standards, for withholding or referring to particular types of matters to be withheld;

3. Trade secrets, commercial, financial and other information submitted by a person or entity outside the Federal Government, with the understanding that it will be kept on a privileged or confidential basis that, if released, is likely to cause substantial competitive harm to the submitter of the information or impair the government’s future ability to obtain necessary information;

4. Inter-agency or intra-agency memoranda or letters that, according to recognized legal privileges, are not routinely released to a party in litigation with the Air Force or DoD;

5. Those investigative records compiled for enforcing civil, criminal, or military law, including carrying out executive orders or regulations issued according to the law;

6. Those in or related to examination, operation, or condition reports prepared by, on the behalf of, or for the use of an agency responsible for regulating or supervising financial institutions;

7. Those that have geological and geophysical information and data, including maps concerning wells; and

8. Those records containing personnel, financial and medical files, as well as similar personal information in other files that, if disclosed to a member of the public, would result in a clearly unwarranted invasion of personal privacy.

PROTECTING FOUO DOCUMENTS

Commanders must ensure proper safeguarding of FOUO documents.  During normal duty hours, records determined to be FOUO must be placed in an out‑of‑sight location, if the work area is open to non‑government people.  At the close of business, FOUO records must be stored to prevent unauthorized access.  Such material may be filed with other unclassified records in unlocked files or desks, etc., when normal U.S.  Government or government contractor internal building security is provided during non‑duty hours.  When such internal security control is not used, locked buildings or rooms usually provide adequate after‑hours protection.  If such protection is not considered enough, FOUO material must be stored in locked containers, such as file cabinets, desks, or bookcases.

PROCEDURES FOR RELEASE, DISSEMINATION AND TRANSMISSION OF FOUO INFORMATION

1. FOUO information may be sent within DoD components and between officials of DoD components and DoD contractors, consultants, and grantees to conduct official business for DoD.  Recipients must be made aware of the status of such information, and the material must be sent in a way that prevents unauthorized public disclosure. Documents that transmit FOUO material must call attention to any FOUO attachments. Normally, you may send FOUO records over facsimile equipment, however any transmission must include an explanation of Official Use (see “When and How to Mark” above).  To prevent unauthorized disclosure, consider attaching special cover sheets (i.e., AF Form 3227, Privacy Act Cover Sheet, for PA information).  

2. Unless specifically prohibited, holders of FOUO information are authorized to share this information with other Federal Departments and Agencies of the executive and judicial branches to fulfill a government function. Such records must be marked "For Official Use Only”, and the recipient must be told that the information is considered exempt from public disclosure, according to the FOIA, and what special handling is required (if any).  If the records are subject to the Privacy Act, refer to AFI 33-332 for PA disclosure policies.

3. The release of FOUO information to members of Congress is governed by AFI 90-401, Air Force Relations with Congress, and release to the General Accounting Office ("GAO") is governed by AFI 65‑401, Relations with the General Accounting Office. Records released to the Congress or GAO should be reviewed to determine if the information warrants FOUO status. If not, prior FOUO markings must be removed or effaced. If withholding criteria are met, these records must be marked FOUO and the recipient must be given an explanation for such exemption and marking.

KWIK‑NOTE: It is best to determine if or how much of a document should be marked as FOR OFFICIAL USE ONLY when the document is created.  Marking the document when it is written prevents inadvertent disclosure and may obviate the need for a subsequent analysis in response to a request for the document.

Classified Material








14-2 Access to Military Records







14-4
Confidentiality and Privileged Communications





14-5 Subpoenas and Consensual Release of Records





14-6
Freedom of Information Act







14-11

Privacy Act









14-12

Computer Acquisition And Security






25-6

OSI And SF Reports 








8-14

Release of Reports of Investigation in Discrimination Complaints to Management Officials
9-7

National Security Cases 








1-21

Air National Guard Commander’s Legal Deskbook


