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Unauthorized Copying and Unauthorized Use of Software


Updated by Lt Col Barry K. Maddix, June 2001

AUTHORITY: 
United States Code, Titles 17 (Copyright), 18 (Criminal) and 44 (Public Printing and Documents); DoDD5330.3/AFSUP1, Defense Automated Printing Service (DAPS)(18 Feb 98); AFI 51-303, Intellectual Property – Patents, Patent Related Matters, Trademarks and Copyrights  (1 Sep 98)(for reference only).

INTRODUCTION

Under the Copyright Act of 1976, any original work that authors have created by their own skill, labor, and judgment is copyrightable. ANG members should presume all publications, software and other works created by others are protected by copyright and require express permission to use.  A copyright notice is not required for protection. 
Obtaining Permission to Use Copyrighted Material

It is important to obtain permission before using copyrighted materials, particularly if those materials will be distributed over a wide audience or disseminated over the Internet.  An Air National Guard unit could be found liable for copyright infringement, whether directly or through a theory of vicarious liability, for allowing others to disseminate such information through its computer systems.   Personal liability of the member is also a possibility.

There is not a specific form for a request or license agreement set out in any ANGI or AFI 51-303.  If material is obtained through the Internet, there may be information supplied in the “disclaimer” section or the “legal” section as to what use is permitted of the material posted and/or how one might obtain permission to use the material for a particular use.  In writing to a copyright owner to seek permission to use certain copyrighted works, the military requester should be very specific as to the number of paragraphs, pages, or excerpts he/she intends to use; the type of use, i.e. on what World Wide Web or Internet sources the materials will be posted; how long the postings will remain; whether access will be granted to military users as well as the public; and whether the source of the work will be credited. The requester should be careful not to imply a more limited audience for the material than will be the case.  See OpJAGAF 1996/15, Permission to Use Copyrighted Materials on Air Force Home Pages (7 Feb 96). 

ILLEGAL PHOTOCOPIES

The subject of illegal photocopies encompasses issues of who can photocopy what, when, where, in what quantities and at whose expense. Photocopies should not be made of copyrighted material unless the user has permission to do so or the use fits within an exception to the Copyright Act of 1976.  Additionally, Air Force personnel should not photocopy government bonds, notes, money, checks, certificates of citizenship, immigration papers, draft cards or military badges.  State laws may also prohibit copying automobile titles, registration certificates and driver’s licenses. AF Form 1112, Copying Machine Limitations and Unlawful Reproduction, is used by some ANG units and identifies a list of items that should not be copied on government copiers.  It is the responsibility of the commander to ensure that unit photocopy machines are used only by authorized personnel for authorized purposes.  

UNAUTHORIZED USE OF SOFTWARE

A computer program purchased from a vendor is a work of authorship that is subject to the copyright laws of the United States. Only the owner of copyrighted software has the exclusive right to reproduce, adapt, distribute, perform or display this software and, conversely, to exclude others from exercising these rights. When the Air National Guard purchases such software pursuant to the terms and conditions of a purchase contract and license agreement, the owner of the software grants the purchaser, under the contract terms, a LIMITED right to exercise the rights enumerated above. 

Air Force and Air National Guard personnel should not reproduce vendor- supplied software except as permitted by the terms and conditions of the contract with the software vendor. Most importantly, copying commercially purchased software not purchased by the Air National Guard or U.S. Air Force or using such software on a computer is illegal and could result in appropriate disciplinary action. Finally, any use of privately owned software or hardware on military bases must be approved by the unit commander or delegated authority. 

Unauthorized copying of copyrighted computer software can subject the violator, and possibly the commander, to criminal prosecution, liability for monetary damages, and military disciplinary action.  All Commanders, supervisors, officers, and superintendents at all levels should inform, and periodically remind all their subordinates of the consequences of copying or using copies of copyrighted materials and software.

Use of Graphics or other Material on Home Pages and Publications

Home Pages are computer sites on the World Wide Web of the Internet.  They are accessible in varying degrees by Air National Guard and Air Force members, employees, contractors, and/or the public. Such sites routinely provide access to information databases as well as quick connections to other sites. Use of icons or graphics which have been incorporated from commercial software products on a unit’s home page or other publication may violate copyright laws if there has not been authorization from the owner of the software from which such computer icons and graphics are taken.  

Air National Guard offices may not “republish” such a copyright protected product. Copyright law recognizes that in the area of computer software programs, it is the programmer’s method of achieving a result and the expression of ideas that is protected.  The design of an icon, its appearance, coloration, and form is copyrightable. Within the software program, the sequence of steps reflecting the “art” of writing the sequences of codes that will produce the icon is also protected. To make such computer-generated designs, the publisher of the software had to create a software program that figuratively painted the design using pixels on the computer screen. The subject icons or graphics are thus images which were first conceptualized, reflecting a creative process, and then produced through the process of a computer software program. These creative processes result in a form of expression that is subject to copyright protection.

Therefore, where the license under which the software program containing the icons does not contain the authority to use the icons in the manner desired (i.e., importing them into another program to be used on the World Wide Web), express permission from the copyright owner must be obtained. If permission is not obtained, then the icons may not be used in this manner.  See OpJAGAF 1996/38 (19 Mar 96) for more information. 
KWIK‑NOTE: When in doubt, ASK before you make a copy of any other person’s work.
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