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AUTHORITY:  AFI 10-245, Air Force Antiterrorism (AT) Standards (21 Jun 02); see also, AFI 31-110, The Air Force Installation Security Program (1 Jun 00) (FOUO Instruction); DODD 2000.12, Antiterrorism/Force Protection (AT/FP) Program (13 Apr 99); DoDI 2000.16, Antiterrorism Standards (14 Jun 01); DoDI 2000.14, Combating Terrorism Procedures (15 Jun 94) DoD O-2000.12H, Protection of DoD Personnel, Activities Against Acts of Terrorism and Political Turbulence (19 Feb 93); and, Joint Pub 3-07.2, Joint Tactics, Techniques and Procedures for Antiterrorism (17 Mar 98). 

INTRODUCTION 

AFI 10-245 establishes procedures and responsibilities for responding to terrorist threats and applies to ANG units.  The US Position on Terrorism is to encourage all nations to band together and give no sanctuary to terrorists. This AFI implements DoD antiterrorism standards with added Air Force specific standards.  

COMMAND RESPONSIBILITY

Anti-Terrorism (“AT”) is a command responsibility and must be thoroughly integrated into every unit’s mission.  Commanders must develop a full working knowledge of AT postures stay abreast of changing postures and threat levels. Risk management, based on the threat, is key in determining vulnerability and prioritization of resources.  Any hazard with a level of risk that cannot be controlled to an acceptable level must be forwarded to the next level in the chain of command for resolution.

AT Working Groups

The Installation Commander must implement an AT program to combat the local terrorist threat and support the US Air Force AT program. This program shall identify tasked agencies, required actions and means of exercising and evaluating the program through annual operational and command post AT exercises. This includes establishing a Threat Working Group (“TWG”) to address the threat, which must consist of AFOSI, SF, IN, SG, CE, SV, and other agencies. The TWG shall assess the threat for the commander and recommend courses of action to mitigate or counter the threat. The TWG shall meet, at a minimum, weekly, to review the current threat and advise the installation commander accordingly. 

Standards and Plans  

Installation Commanders are required to designate in writing an AT officer (“ATO”). ATOs shall meet with installation AFOSI, Security Forces, Intelligence office, medical fire, public health and other agencies often enough to manage a comprehensive AT Program. The plan should implement DoD and Air Force AT/FP initiatives, threat assessment procedures, and response measures to terrorist incidents as well as procedures to collect and analyze terrorist threat information, capabilities and vulnerabilities to attacks, procedures for enhanced AT/FP protection, and integrated procedures for security, fire, medical, command and control and other emergency services to respond to terrorism incidents. 

Threat Level and Force Protection

The DoD Terrorism Threat Level classification system is a set of standardized terms used to quantify the level of terrorism threat on a country-by country basis. The terrorism threat level terms are Low, Moderate, Significant, and High, and are defined in Attachment 4 to AFI 10-245. The system evaluates the threat using a variety of analytical factors. Terrorism Threat Levels are estimates with no direct relationship to specific Force Protection Conditions (“FPCONS”).  A FPCON is a security posture promulgated by a commander in consideration of a variety of factors (i.e. a terrorist threat analysis, threat level etc.) Threat levels should not be confused with FPCONs. 

Other Responsibilities

AFI 10-245 sets forth Installation Commander responsibilities for implementation of many of the 31 DoD AT/FP  Standards.  Installation Commanders must familiarize themselves with DoD and Air Force AT/FP requirements. 

CONCLUSION

Installation Commanders must implement an AT program to combat the local threat and support the Air Force AT program.  Additionally, AT requires every individual to maintain a level of awareness, to practice personal security measures, and to report suspicious activity.

KWIK-NOTE: As the Installation Commander, you are responsible for implementation of the DoD and Air Force Antiterrorism/Force Protection program. 
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